United States Environmental Protection Agency
Criminal Investigation Division

Case Number Investigative Activity Report

0500- 0614

Case Title: ] Reporting Office: )
Village of Crestwood, IL Chicago, IL, Area Ofice
Subject of Report: Activity Date:

NCFL | magi ng Report April 29, 2009

Copies to: Related Files:

Reporting Official and Date: Approving Official and Date:
DINIONN A IO ©AC
26-MAY-2009, Signed by: [N ERTEGHN '''. SA 02-JUN-2009, Approved by: [{SININGHENN S~C
SYNOPSI S

04/ 29/ 2009 - On April 29th, 2009 the National Conputer Forensics Lab
(NCFL) provided conmputer forensic support in the execution of a federal
search warrant at the Village of Crestwood, IL, village hall.

DETAI LS
During the April 29th, 2009 execution of a search warrant at the Village
of Crestwood, IL village hall, NCFL team nenbers SA (IS '\CFL

Jacksonville, FL, and SA _, Cl evel and Resident O fice,

provi ded conputer forensic support in the acquisition of digital
evidence. During the warrant the bel ow described conmputers/files/nedia
were forensically copied (imged). No original conputers or storage
medi a were sei zed.

System #1

Primary Known User or Purpose: (DI
Location Found: Room | PCl

Make and Model: HP Pavilion Slimine
System Serial No.: CNH734DODVM

Hard Drive Make/ Mbdel: Hitachi Deskstar
Hard Drive Serial No.: VFJ201R80SJEX

System #2

Primary Known User or Purpose: [[BINISHEEE

Locati on Found: Room F PC2

Make and Model : | BM Net Vi sta

Hard Drive Make/ Mbdel : | BM DeskStar | C35L040AVVNO7-0
Hard Drive Serial No.: 11S07N968271762US7KRVF

Syst em #3
Primary Known User or Purpose: City Cerk

This document contains neither recommendations nor conclusions of the EPA.
It is the property of the EPA and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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Locati on Found: Room F PC3

Make and Model: HP Conpaq dc5000SFF
System Serial No.: MXL43101YL

Hard Drive Make/ Mbdel: WD Cavi ar
Hard Drive Serial No.: WAJ61326007

System #4

Primary Known User or Purpose: (SIS
Location Found: Room F PC4

Make and Model : Conpaq DeskPro EN

Hard Drive Make/ Model : Maxtor Di amondMax Plus 9
Hard Drive Serial No.: Y2M3QME

Syst em #5

Primary Known User or Purpose: SIS Cty Cerk
Locati on Found: Room G PC5

Make and Model : Conpaq Deskpro EN

System Serial No.: 6122DYSZE738

Hard Drive Make/ Model: WD Cavi ar WD200BB- SOCJAO

Hard Drive Serial No.: W/AE81181882

System #6

Primary Known User or Purpose:( [N
Location Found: Room F PC6

Make and Model: HP Conpagq

Hard Drive Make/ Model : Seagate ST 340014A
Hard Drive Serial No.: 5JXBZJTG

Syst em #7

Primary Known User or Purpose: (BN
Locati on Found: Room F PC7

Make and Mbdel : Acer Core 2

Hard Drive Make/ Model : Seagate

Hard Drive Serial No.: 5LSH954N

System #8

Locati on Found: Room M PC8

Make and Model: HP Conmaq dc5000SFF

System Serial No.: MXL43408BC

Hard Drive Make/ Model: Western Digital Wp400BB
Hard Drive Serial No.: WAJ71472242
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System #9
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Primary Known User or Purpose: [SIISHIINNEEE

Locati on Found: Room J PC9
Make and Model: HP Conpaq dc5000SFF

System Seri al

No.: MXL43101YX

Hard Drive Make/ Model: Western Digital WD400
Hard Drive Serial No.: WANMD1878661

System #10

Pri mary Known User or Purpose: File Server

Locati on Found: Room A PC10

Make and Model : Conpaq Proliant M.370

Hard Drive Make/ Model: RAID (Data Acquired via FIM
Hard Drive Serial No.: RAID (Data Acquired via FIM

The forensic copies (inages)
NCFL. The forensic analysis of the evidence wll
Agent. The results of the forensic analysis wll

separate | AR upon conpl eti on.
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ref erenced above are being stored at the
be assigned to an NCFL
be reported via a

Page 3 of 3





